Cryptocurrency and
Blockchain Technology –
Implications for Life
Sciences and Beyond

Ryan Rohlfsen
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India and Pakistan Tell Banks to Cut Ties to Cryptocurrency
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What are we talking about?
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What are we talking about?
§ Systems for validating, settling, tracking and recording transactions,
that create “trust” or “consensus” based on mathematics and
encryption
– An “operating system for transactions”
– A (1) distributed, (2) decentralized, (3) database or ledger, (4)
accessible by its users (or ‘nodes’) that is (5) protected by
encryption
§ Revolutionary technology with potential far-reaching impact on global
transactions
§ Market participants are finding novel methods of implementing this
technology that are coming under increased regulatory scrutiny
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How does a blockchain work?
§ A data chain is built from “hashes” and solutions to equations plus
random numbers using cryptography. Miners use immense computing
power to ‘solve for the block’ (i.e., verify the transactions in the block
and solve the equation) and thereby add new blocks to the chain.
§ As each block is added to the chain, the previous information,
including timestamps and other transaction data, is harder to change.
§ So, a public, immutable record exists as long as the blockchain
continues.
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So what can blockchain technology do?
§ Revolutionize any system in which an intermediary is used to transfer
and store value, create trust between parties or help them transact
§ Users can send assets to each other with little or no fees or
interference (Government or otherwise)
§ Settle transactions in ten minutes or less
§ Deploy smart contracts: computer
programs that automatically secure,
enforce and settle recorded
agreements, thus providing certainty
in transactions and eliminating
counterparty risk.
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Why does it matter?
§ Major changes to many industries and massive enfranchisement of
people globally – almost infinite use cases
§ New financing methods fueling new development of blockchain
applications and cryptocurrencies
But . . .
§ Many blockchain methods and various types of cryptocurrency have
not yet gained acceptance by regulators. So, individuals and
companies need to consider risk to regulatory exposure.
Consider, for example, bitcoin . . .
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How does this relate to bitcoin?
§ Bitcoin uses a public blockchain. Its value motivates users with
computing power to validate transactions, secure the network and
achieve consensus about what is reality.
§ What is bitcoin? Depends on who you ask
–
–
–
–
–
–
–
–
–
–
–

Jamie Dimon (2017) – a “fraud that will blow up”
John McAfee – “certainly not a fraud . . . It costs over $1,000 per coin to create a
bitcoin. What does it cost to create a U.S. dollar?”
Chicago Board Options Exchange and Chicago Mercantile Exchange -options and
futures
SEC – can be an investment contract and “security” under Howey Test
CFTC – commodity. Definitely.
NYSE, European Central Bank and Canada – virtual currency
IRS – intangible property
China – virtual commodity
Japan – currency
DOJ/FinCEN – Potentially considered “money” in context of anti-money laundering
Jamie Dimon (2018) – regrets calling bitcoin a fraud; “the blockchain is real”
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How does bitcoin work?
§ A bitcoin private key controls the transfer or “spending” of bitcoin from
its associated public bitcoin address. A bitcoin “wallet” is a collection
of private keys and their associated public bitcoin addresses.
§ In a bitcoin transaction, the bitcoin recipient must provide its public
bitcoin address to the party initiating the transfer. This activity is
analogous to a recipient providing a routing address in wire
instructions.
§ Neither the recipient nor the sender reveal their public bitcoin
addresses’ private key in a transaction, because the private key
authorizes access to, and transfer of, the funds in that bitcoin address
to other users. If a user loses or deletes his private key, the user
permanently loses access to the bitcoin contained in the associated
bitcoin address.
§ Transactions are irreversible, so significant monetary risk to
accounts/wallets if a private key is stolen
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How does bitcoin work?
§ The Bitcoin Network does not rely on either governmental authorities
or financial institutions to create, transmit or determine the value of
bitcoin. Rather, bitcoin is created and allocated by the Bitcoin Network
protocol through a “mining” process subject to a strict, well-known
issuance schedule.
§ The value of bitcoin is determined by the supply of and demand for
bitcoin in the bitcoin exchange market and in private end-user-to-enduser transactions.
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The ICO is a novel funding method
§ Initial coin offerings (“ICOs”) are crowdfunding via coin or ‘token’
sales, without VCs or banks involved – there have been around 20
offerings per month and over $1.5 billion raised in 2017.
§ The coins or tokens can represent a right to participate in network or
software development, a right to share in future profits, or something
else.
§ Traditional Howey-based securities law analysis struggles with
whether expectations of profit are based solely on the efforts of
others.
§ SEC Chairman Jay Clayton recently said, “I have yet to see an ICO
that doesn’t have a sufficient number of hallmarks of a security.”
§ ICOs can span international boundaries in a space that is minimally
regulated at the moment, carrying the potential for cross-border
fraudulent schemes.
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Where are the regulators?
§ SEC Chairman Jay Clayton on ICOs and Cryptocurrency
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Where are the regulators?
§

Jay Clayton, SEC Chairman – December 2017:
– “Investors should understand that to date no initial coin offerings have been
registered with the SEC. The SEC also has not to date approved for listing
and trading any exchange-traded products (such as ETFs) holding
cryptocurrencies or other assets related to cryptocurrencies. If any person
today tells you otherwise, be especially wary.”

§

Chinese regulators have banned ICOs and mandated that ICO proceeds must be
returned to investors, then also banned commercial trading of bitcoin – temporary
or permanent?

§

Delaware has taken the lead on accommodating blockchain technology, other US
states have yet to weigh in

§

South Korea considered banning exchanges but appears to have changed
course

§

Some jurisdictions are welcoming ICOs

§

Some ICOs have heeded the SEC’s warning and registered before offering
13

Criminal and Regulatory Case Studies ctd.
§ U.S. Securities Exchange Commission
– SEC v. PlexCorps, et al. (EDNY – 2017)
§

The first enforcement action relating to an ICO by the SEC’s newly
minted Cyber Unit.

§

SEC filed a complaint on December 1, 2017 against two Quebec
residents, Dominic Lacroix and Sabrina Paradis-Royer, and their
company, Plexcorps, alleging that they had marketed and sold
“Plexcoins,” a form of cryptocurrency, to investors in the U.S. and other
countries, resulting in $15 million in fraudulently obtained proceeds.

§

Significant jurisdictional and enforcement challenges presented.
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Criminal and Regulatory Case Studies
§ U.S. Treasury Department's Financial Crimes Enforcement
Network (“FinCEN”)
– In the Matter of BTC-E a/k/a Canton Business Corporation and
Alexander Vinnik (No. 2017-03)
§ In July 2017, FinCEN issued a $110 million civil penalty against
a foreign business operating a virtual currency exchange for
willfully violating U.S. anti-money laundering laws.
§ The business allegedly used its exchange to facilitate illegal
transactions involving, among other things, computer hacking,
public corruption, and drug trafficking.
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Cryptocurrency and Blockchain in the
Healthcare and Life Sciences Industries
§ There has been an increased industry focus on the use of blockchain
and cryptocurrency in the healthcare and life science industries.
§ Potential opportunity for clinical innovation and patient information
access and storage.
§ A number of high-level industry players are weighing in on the
potential for blockchain and cryptocurrency use in healthcare and life
sciences.
§ Consider, Amazon and IBM…
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Cryptocurrency and Blockchain in the
Healthcare and Life Sciences Industries ctd.
§ Amazon has announced its plan to offer “AWS Blockchain Partners.”
§ “AWS is investing in blockchain through our partner ecosystem. If
you’re involved in Healthcare and Life Sciences, Financial Services,
Supply Chain Management, Security, or Compliance, and would like
to innovate with us, we welcome your proposals. For example, based
on feedback from our Healthcare and Life Sciences customers, we
are interested in seeing proposals for identity resolution, autoadjudication, and supply chain integrity applications.”
§ IBM: “Our analysis reveals near unanimity; blockchain benefits are
compelling and can be gained in every aspect of healthcare.”
§ “Healthcare organizations may not be the hidebound institutions many
claim them to be. They appear to be setting the pace on blockchain
adoption, slightlyahead of the financial industry.”

17

Cryptocurrency and Blockchain in the
Healthcare and Life Sciences Industries ctd.
§ New healthcare-oriented blockchain systems:
– Handling payments and reducing fraud
– Data transfer and data storage in the health sector
– Tracking drug prescriptions and stopping illegal pill distribution
– Improving global pharmaceutical supply chains and drug distribution
– Matching patients and specialists (e.g., TrustedHealth)
– Ways to track and maintain patient records with greater integrity as
patients move throughout the healthcare system
– Innovation and cross-collaboration in life sciences by ensuring greater
security over proprietary data (IP) and fostering secure information
sharing between companies
– New ways to harvest and store clinical data
– Potential innovation in pharmaceutical supply chains
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Cryptocurrency and Blockchain in the
Healthcare and Life Sciences Industries ctd.
§ What about cryptocurrencies and ICOs?
§ New healthcare-oriented cryptocurrency/ICO considerations:
– Potential for corporate investment in private facilities and
organizations offering cross-border healthcare
– Potential for new forms of payment or co-payment for services and
prescriptions
– Opportunity for new participants in healthcare and life sciences
markets through ICO-funded startups
– These opportunities should be considered in the context of
potential risks and regulatory uncertainty
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Cryptocurrency and Blockchain in the
Healthcare and Life Sciences Industries ctd.
§ Startups are using ICOs to create:
§ Streamlined medical recordkeeping with complete patient
access
– Medicalchain uses blockchain to provide a single, secure
version of a patient’s medical records
– Patientory provides a similar service, focusing on the secure
transmission and sharing of healthcare information
§ Addiction therapy and rehabilitation services
– inRecovery maintains a treatment and recovery progress
record on the blockchain and uses smart contracts to provide
cryptocurrency rewards for recovering addicts
§ Tools to fight the distribution of counterfeit pharmaceuticals
– BlockRx tracks and verifies the legitimacy of medication
throughout the entire supply chain
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Cryptocurrency and Blockchain in the
Healthcare and Life Sciences Industries ctd.
§ Potential Challenges
– Complying with data storage regulations (i.e., how to hold data
only as long as necessary when such an immutable record exists).
– Potential inconsistency across industries with respect to how
medical records are stored and accessed.
– High costs of re-vamping existing data and information-sharing
infrastructure.
– Training medical personnel in blockchain.
– Convincing patients that blockchain is a secure way to store and
transfer patient information protected under HIPPAA.
– With respect to start-ups, ICO fraud, as in any other industry.
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Cryptocurrency and Blockchain in the
Healthcare Industry ctd.
§ However, consider regulatory and enforcement risks associated with
data security, patient privacy, and fraudulent healthcare start-ups
utilizing ICOs.
§ Consider potential private litigation associated with data breaches and
disclosure of Protected Health Information (PHI), including class
actions.
§ Monitor developments in relevant government guidance, including
DOJ, SEC, and HHS/OIG.
§ Do your research and due diligence: not all ICOs or blockchain
platforms are created equal.
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Takeaways
§ Blockchain technology is likely to be adopted in steps across many
industries and applications. Regulation, in many forms, is coming
from the SEC, CFTC, DOJ, and state regulators.
§ Cryptocurrency may become relevant as a form of payment in various
industries, and corollary regulatory risk should be considered.
§ Market participants should monitor legal changes that could make
blockchain technology and smart contracts more useful.
§ What to Watch:
– (1) Centra Tech (Mayweather-promoted CTR token)
– (2) Payza.com (DOJ anti-money laundering/cryptocurrency case)
– (3) Crypto-based hedge fund probes (SEC)
– (4) HHS/OIG guidance with respect to blockchain and ICOs in the
healthcare and life sciences industries (HIPAA and data privacy)
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Thank you!
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